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Multiple Cyberattacks on Internet Archive

1. Internet Archive (IA) is an American 501c non-profit digital library
which offers millions of free books, movies and audio files, with the aim of
providing “Universal Access to All Knowledge”. Over the week of 9 Oct 2024,
IA services were taken offline due to multiple distributed denial-of-service
(DDoS) attacks by the pro-Palestine BlackMeta hacktivist group. Subsequent
recovery efforts took weeks, and IA announced on X on 29 Oct 2024 that they
were still working to secure systems and bring more services online.

Hmmm... can't reach this page

help.archive.org took too long to respond

Try:

- Checking the connection

Diagnose issue Refresh

ADMM Cybersecurity and Information Centre of Excellence (ACICE)’s attempts to visit IA’s Help Centre
webpage were unsuccessful
(Source: ACICE and IA Help Centre)
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SN_BLACKMETA &

The Internet archive has and is suffering from a devastating attack We have
been launching several highly successful attacks for five long hours and, to
this moment, all their systems are completely down.

second round | New attack
09/10/2024 Duration 6 hours

having trouble finding th:

rver at archive.org. Did you mean to go to

55, you can:

sction

mission to access the web (you might be connected but

Readers added context they thought people might wanttoknow -

This group conducted Denial of Service (DDOS) attack on Internet
Archive, which is a 501c Non-Profit, Public Charity and Non-
Governmental Organization found by Kahle Brewster in 1996, and has
nothing to do with US Govt, CIA, Israel, MOSSAD and counter-

terrorism.

BlackMeta claiming responsibility for the DDoS attacks on IA
(Source: X/[@]Sn_darkmeta)

2. On X, BlackMeta claimed that IA was “covertly linked to the United
States (US) Congress”, to which numerous users responded that 1A is a 501c non-
government organisation with no ties to the US government. BlackMeta also
stated that its goal for these attacks were to highlight “the plight of innocent
Palestinian people” and “fight for justice, equality and recognition for the

Palestinian people”.

SN _BLACKMETA

Many people claim that the Internet Archive is an organization operating
without any profits. The truth is that 70% of people are ignorant of what
the archive actually means, they just want to ride the wave of fame and

draw attention to their personal accounts. This is the disease of our era.

The Internet Archive was founded in 1996, the same year that Alexa, a
web crawling service, was established. Alexa was a for-profit
organization purchased by Amazon for $250 million to provide data and
information through the archive. Thus, the Internet Archive serves merely
as afacade to cover activities that are partly illegal, which we will explain
later. However, before that, the budget of the Internet Archive exceeds
$37 million. How can this be if this is an organization whose goal is not
profit?

The Internet Archive is indeed a nonprofit organization, and it has no
affiliation with the U.S. government, which is a common assertion in the
comments. However, the archive has three branches in San Francisco,
and after Donald Trump's victory in 2016, it expanded into Canada for
political purposes or to spy on people. What you see is just a fagade of
the archive, but in reality, the case is much bigger.

This archive is covertly linked to the U.S. Congress, as the founder of the
archive, if you look him up on Wikipedia, you will find that heis a
member of the advisory council for national digjtal information
infrastructure programs affiliated with the Library of Congress.

In light of the DDoS attack that we camied out on the Intemnet Archive,
we felt that it was of extreme importance to address some
misconceptions about our actions and clarify who we are as a group,
SN_DARKMETA. Quite the contrary to popular belief, we do not workand
we are not associated to any government agency, nor are we a one-hit
wonder.

We have been carrying out massive attacks for several years and our
operations have consistently targeted powerful corporations and
institutions, demonstrating our commitment to our cause. We have
successfully disrupted major companies like Microsoft, Azure, and
Airbnb, Spotify, Yahoo and Hulu for long periods of time, even days on
end.

Our past targets include significant operations against over seven Israeli
banks and even impacting critical services such asa hospital where the
Israeli prime minister was undergoing heart surgery. Just a few months
ago, we made headlines by launching a remarkable attack on Radware
and UAE banks, generating an astounding 14.5 million requests per
second. This shows and demonstrates our strength, determination and
‘the strategic nature of our actions.

while our recent attack on the Internet Archive was not exclusively
driven by our core mission and objectives, it reflects a broader intention
and a need to draw attention to our ongoing struggle. We believe that
highlighting the plight ofinnocent Palestinian people is essential, and
targeting a significant digital resource like the Intenet Archive serves to
underscore the importance of their story and experiences.

It's important to clarify that this is not about seeking validation or
recognition for our group. Our focus is on amplifying the voices of those
who are often silenced and overlooked. Our mission is deeply rooted in
the fight for justice, equality and recognition for the Palestinian people.
We stand in solidarity with them as our brothers and sisters and we are
committed to advocating for their rights, no matter the obstacles we
face.

BlackMeta explaining their reasons for targeting 1A
(Source: X/[@]Sn_darkmeta)
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3. During the same period, 1A also suffered a data breach by a different
unknown threat actor that resulted in the theft of 31 million users’ email addresses,
screen names and Bcrypt-hashed passwords. The threat actor also stole
application programming interface (API) access tokens for IA’s Zendesk support
system, and subsequently used these tokens to gain unauthorised access to I1A’s
Zendesk system on 20 Oct 2024. According to BleepingComputer, data in IA’s
Zendesk system might include users’ personal identifiable information.
BleepingComputer further stated that this threat actor hacked IA with the goal of
increasing their reputation within the threat actor community.

web.archive.org says

Have you ever felt like the Internet Archive runs on sticks and is
constantly on the verge of suffering a catastrophic security
breach? It just happened. See 31 million of you on HIBP!

Second threat actor, unknown and unaffiliated with BlackMeta, defaced the 1A website and stole 31 million
users’ data
(Source: BleepingComputer)

4. This incident showed the devastating impact of multiple simultaneous
cyberattacks on a single entity. While targeting the same entity, the two threat
actors had seemingly different goals, showing the increasingly complex cyber
threat landscape that cyber defenders have to defend against. Finally, while 1A
would not be considered critical infrastructure, the cyberattacks on it affected
millions of users for a prolonged period of time, and underscored the importance
of cybersecurity even for non-critical infrastructure.

Ransomware Group Interlock Targeting FreeBSD Systems

5. Since end-Sep 2024, the ransomware group Interlock had claimed
attacks on six organisations, including Wayne County, a county in the US state
of Michigan. Other victims were from the investment, healthcare and
manufacturing sectors.

6. Notably, Interlock malware was designed to target FreeBSD systems,
In addition to Microsoft systems. According to BleepingComputer, Interlock is
only the second ransomware group to specifically target FreeBSD systems, which
are widely used in servers and critical infrastructure. Trend Micro’s
Cybersecurity Research Team suggested that future Interlock attacks could aim
to disrupt vital services. Therefore, there is a need to be aware of Interlock’s
tactics, techniques and procedures (TTPs) to better safeguard against the actor’s
potential attacks.
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Malicious Remote Desktop Protocol (RDP) Files Utilised in
Cyberattacks by Midnight Blizzard

7. Since 22 Oct 2024, Microsoft Threat Intelligence, the US Cybersecurity
and Infrastructure Security Agency (CISA) and Ukraine’s Computer Emergency
Response Team (CERT-UA) observed threat actor Midnight Blizzard, also
known as APT29, sending highly targeted spear-phishing emails to individuals in
more than 100 organisations, including government, defence and non-
governmental entities.

8. According to Microsoft, the US and UK governments had linked
APT29 to the Russian Foreign Intelligence Service. Since 2018, APT29 was
reported to have targeted governments, diplomatic entities, non-governmental
organisations and information technology service providers across US, Europe,
Australia and Japan to collect intelligence and conduct espionage.

9. Notably, the spear-phishing emails contained malicious RDP files,
which would provide the threat actor with access to the target via a remote server
once executed. APT29 could then extract sensitive information, including smart
card and clipboard contents, from the compromised target. The threat actor could
also install malware on the compromised target’s computer. This was APT29’s
first use of RDP files in its cyberattacks.

10. To prevent successful attacks, Microsoft and CISA advised users to
implement phishing-resistant multi-factor authentication (MFA), such as
Microsoft Authenticator or Fast IDentity Online (FIDO) tokens, and to avoid
Short Messaging Service (SMS) MFA. Users should also install endpoint
detection and response systems on their computers. Finally, Microsoft and CISA
recommended organisations to conduct user education on how to spot and report
suspicious emails to reduce the impact of spear phishing emails.
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Artificial Intelligence (Al)

Military Use of Meta’s AI Models

1. Reuters reported on 1 Nov 2024 that, since Jun 2024, China had
developed a military-focused Al tool, ChatBIT, using Meta’s open-source large
language model, Llama. ChatBIT could gather and process intelligence, and offer
accurate and reliable information for operational decision-making.

2. In response, a Meta spokesperson stated that “any use of our models by
the People’s Liberation Army is unauthorised and contrary to our acceptable use
policy”. According to Meta’s acceptable use policy, users were prohibited from
using its Al models, including Llama, for defence and national security
applications such as “military, warfare, nuclear industries or applications,
espionage”. This policy applied to users from all countries, including the US.

3. However, in an apparent policy shift, Meta subsequently announced on
4 Nov 2024 that it was “making Llama available to US government agencies,
including those that are working on defence and national security applications”.
In explaining this shift, Meta highlighted that the responsible use of Llama in US
national security applications would “help the US lead in Al and strengthen
global security”. Meta did not mention whether this policy shift applied to other
countries, such as China.

US’ National Security Memorandum on Al

4. On 24 Oct 2024, the US issued its National Security Memorandum on
Al as part of its comprehensive strategy for responsible innovation. This
development stemmed from the recognition that advances at the frontier of Al
could have significant implications for national security and foreign policy in the
near future.

5. According to the White House, the Memorandum would direct critical
actions to (a) ensure that the US leads the world’s development of safe, secure
and trustworthy Al; (b) enable the US government to harness cutting-edge Al,
while protecting human rights and democratic values, to achieve national security
objectives; and (c) advance international consensus and governance around Al.

6. The US also released a Framework to Advance Al Governance and Risk
Management in National Security on the same day. This Framework aimed to
guide the implementation of the Memorandum, including mandating mechanisms
for risk management, evaluations, accountability and transparency. Through such
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mechanisms, US agencies were required to monitor, assess and mitigate Al risks
related to (a) invasions of privacy, bias and discrimination; (b) the safety of
individuals and groups; and (c) other human rights abuses.
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Information

10 Inauthentic Websites Blocked by Singapore Authorities

1. On 22 Oct 2024, Singapore’s Infocomm Media Development Authority
(IMDA) instructed local Internet Access Service Providers to disable access to
10 inauthentic websites for users in Singapore.

2. According to IMDA, the 10 websites had been observed to be
masquerading as Singapore websites by “using terms associated with Singapore
in their domain name and incorporating familiar local features and visuals”. In an
S. Rajaratnam School of International Studies (RSIS) commentary published on
23 Oct 2024, Benjamin Ang, Head of Centre of Excellence for National Security
(CENS) at RSIS and member of the ACICE Experts Panel, pointed out that such
websites might carry non-controversial lifestyle or entertainment news to avoid
scrutiny and appear authentic. In addition, Ang stated that there could be a
coordinated network of websites promulgating the same fake news stories to
create an “illusory truth effect” through users’ repeated exposure to the stories.

3. Malicious actors could deploy these disinformation tactics to influence
the local population through hostile information campaigns intended to sway
public sentiments. Ang gave an example of a finding via a reverse internet
protocol search that one of the inauthentic websites, Alamak.io, had links to an
“.ru” domain, which is used for Russian entities. Alamak.io carried Al-generated
Singaporean content, and also published factually inaccurate commentaries on
socio-political issues in Singapore. Hence, Alamak.io was one of the 10 websites
blocked by IMDA as a pre-emptive measure.

4. Besides the pre-emptive blocking of inauthentic websites using
legislation, Ang highlighted that countermeasures could include public education
programmes on how to recognise inauthentic websites and their potential adverse
Impacts, so as to safeguard information integrity.
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Terrorism

Arrests and Foiled Plot in Central Java, Indonesia

1. On 4 Nov 2024, Indonesia’s Counterterrorism Special Detachment 88
(Densus 88) arrested three suspected terrorists across Central Java. The suspects
were associated with Jamaah Ansharut Daulah (JAD), an umbrella organisation
established in 2015 comprising 24 Indonesian extremist groups.

2. One of the suspects, Bahrul Irfan, had planned to conduct acts of terror.
Details of the plot and targets were not specified. Meanwhile, Sutaryono alias
Abu Zaid and SQ had incited others to conduct terror acts through religious study
groups and social media. This development indicated the continued presence of
threats from JAD elements in Indonesia.

Regional Extremists Utilised Artificial Intelligence in Propaganda
Material

3. Regional extremists had utilised Al to create deepfake videos of
deceased terrorist leaders in two propaganda videos.

4, These videos featured prolific Malaysian Jemaah Islamiyah (JI)
bombmakers Azahari Husin, who masterminded several attacks on Indonesia
including the 2002 Bali bombings, and Noordin Mohammad Top, who was
behind the suicide bombings in Jakarta in 2009.

5. These videos had garnered over 120,000 and 90,000 likes respectively.
The reach of these videos suggested that they could be effectively used by
regional extremists to conduct recruitment activities.

E 3
Screenshots of videos featuring deceased Malaysian JI bombmakers Azahari Husin and Noordin Mohammad
Top
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Terrorism

1. Densus 88 Nabs Three Suspected Terrorists in Central Java
https://en.tempo.co/read/1937352/densus-88-nabs-three-suspected-terrorists-
in-central-java

2. Three Terror Suspects Arrested in Central Java - Indonesian Police
https://thesun.my/world-news/three-terror-suspects-arrested-in-central-java-
indonesian-police-HE13243501

CONTACT DETAILS

All reports can be retrieved from our website at www.acice-asean.org/resource/.

For any queries and/or clarifications, please contact ACICE at
ACICE@defence.gov.sg.
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